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Introduction

T-Pro Device Controller enables the operating system to communicate with the browser using the loopback address of the machine through

web sockets. Device Controller enables T-Pro applications to work with multiple pedals and handset microphones.

Minimum Requirements

The following operational systems have been successfully tested by T-Pro. Other configurations might be possible but would require testing.

Server Version
Microsoft Windows Server 2008 /2012 /2016
Client Version

Microsoft Windows Home / Pro 10+



Standard Client Installation and Device Compatibility

See here B T-Pro Device Controller - Installation Guide


https://tprodublin.atlassian.net/wiki/spaces/04C/pages/2634612737
https://tprodublin.atlassian.net/wiki/spaces/04C/pages/2634612737

Virtual Channel Installations



The virtual channel allows the Device Controller to pass commands from the local Windows client to the remote server via an RDP
connection.

Virtual channel server

The server part of the Virtual Channel must be installed on the remote machine. To install TProVCServer, users can select the "virtual

channel server installation" checkbox.

ﬁ Installation Options - X

Select installation options @

Run Device Controller automatically after Windows startup.
Run Device Controller automatically after installation.

Open T-Pro Web in a headerless browser(deselect to open in a normal tab).

Advanced options, leave unchecked for a normal installation
[Jvirtual Channel Plugin.
[~] virtual channel server installation.

[JEnable external connections (Contact your administrator).

Back Next Cancel

This option will add the TProVCServer.exe to the installation folder. T-Pro Device Controller will be able to start the server on the app

startup.

Virtual channel plugin

The plugin part of the Virtual Channel must be installed on the local machine. To install TProVC-Plugin, users can select the "virtual

Channel Plugin" checkbox.

7 Installation Options - >

Select installation options @

Run Device Controller automatically after Windows startup.
Run Device Controller automatically after installation.

Open T-Pro Web in @ headerless browser(deselect to open in a normal tab).

Advanced options, leave unchecked for a normal installation
[~]virtual Channel Plugin.
[Jvirtual channel server installation.

["JEnable external connections (Contact your administrator).

Back Next Cancel

This option will add the TProVC-Plugin-x86.dll or TProVC-Plugin-x64.dli(depending on Windows bittness) to the installation folder and
register the .dll files in the system. Also, the installation will add these registry values to the HKEY_LOCAL_MACHINE root folder:

e SOFTWARE\Microsoft\Terminal Server Client\Default\AddTns\TProVC-Pluain\Name



e SOFTWARE\Microsoft\Terminal Server Client\Default\AddIns\TProVC-Plugin\ip

e SOFTWARE\Microsoft\Terminal Server Client\Default\AddIns\TProVC-Plugin\enabled

User setup(optional starting from version 1.3.0.6)

To use the recorder with this feature, the user will need to have an AD username and an AD session username set in the EDIT ACCOUNT

page.

/' 2 Contactema

External User ID Source User ID

AD username AD session username

qwe qwe

Uetault author group Default document type

Agiliway Speech Test v Template Test 1 v

The exact values can be random, as the Device Controller now tracks Windows sessions regardless of AD information provided by the
users.

Performing connection

The connection between the plugin and the server will be set automatically when the user connects to the server via RDP and Device

Controller is running in both the local machine and server. When the connection is established, a Windows notification will be shown:

TProConnect

Virtual channel setup

Command Line Driven Installation






Default MSI installation parameters

/quiet - run the installation without any Ul, if no additional parameters are supplied, the installation will be completed with the default
configuration.

/log [filename] - run the installation with log output to the supplied file name

Installation options
The default app configuration is as follows:

e Run Device Controller automatically after Windows startup. IS enabled

e Run Device Controller automatically after installation. iSenabled

e Open T-Pro Web in a headerless browser (deselect to open in a normal tab). is enabled
e Virtual Channel Plugin is disabled

e Virtual channel server installation is disabled

e FEnable external connections iS disabled

ﬁ Installation Options - X

Select installation options

Run Device Controller automatically after Windows startup.
Run Device Controller automatically after installation.

Open T-Pro Web in a headerless browser (deselect to open in a normal tab).

Advanced options, leave unchecked for a normal installation

[ virtual Channel Flugin.
[ virtual channel server installation.

[ Enable external connections (Contact your administratar).

Option parameters

e RUNATWINDOWSSTARTUP=0 - Disable Run Device Controller automatically after Windows startup. Options: omitor setto 1 to
enable

e RUNAFTERINSTALL=0 - Disable Run Device Controller automatically after installation. Options: omitor setto 1 to enable

e HEADLESS=0 - Disable open T-Pro Web in a headerless browser (deselect to open in a normal tab) . Options: omit or setto 1

to enable
e VIRTUALCHANNELPLUGIN=1 - Enables virtual Channel Plugin. Options: omit or set to O to disable
e VIRTUALCHANNELSERVERINSTALL=1 - Enables virtual channel server installation. Options: omit or setto O to disable
e ENABLEEXTERNALCONNECTIONS=1 - Enables Enable external connections (Contact your administrator). Options: omit or set to

0 to disable

Note: If the value was set to 1 by default, changing it to 0 will not affect the Ul, but the installer logic will function as described above(this is

due to how WiX Checkboxes handle the values, if any value is supplied, the checkbox is checked by default).

For example: if you supplied the RUNAFTERINSTALL=0 parameter, the Run Device Controller automatically after installation.

checkbox will still be checked, but the application will not start after the installation.



Sys Admin Troubleshooting Steps



Logs and temp file audio file storage

Starting from Device Controller v1.3.0, the local Windows users will no longer have write permissions for the application installation folder.
Because of this security measure log, temp file and audio file storage location have been changed to use the local user folder: C:\Users\

[userName]\T-Pro Device Controller.

RDP connections

The main way to use the Device Controller with a remote desktop is to install the application with the Virtual Channel options enabled.

Alternatively, if the Virtual channel is not working or is unsupported by the operation system, you can install the app with Enable external

connections (Contact your administrator) . If thisis required, additional configuration will be needed, see below).
To make remote-enabled installations as robust as possible, please configure as follows:

Client-side:

e Check the Enable external connections (Contact your administrator) checkbox

e Check the virtual Channel Plugin checkbox
Server-side:
e Check the virtual channel server installation checkbox.

This will ensure that in case of a Virtual Channel failure to connect, the application will be able to connect using an external connection(Web

Socket).

Note: In case of device connection issues, please restart the RDP connection and re-plug the device before attempting to connect again.

Enable external connections (Contact your administrator) installation option.
This setting should only be used on the client side of the RDP-enabled setup.

When installing the Device Controller with the option ‘Enable external connections (Contact your administrator).” enabled, the user must
allow network access to the Device Controller. The following prompt will be displayed after the installation is complete and the app is

started:

@ Windows Security Alert X

@ Windows Defender Firewall has blocked some features of this
app

‘Windows Defender Firewall has blocked some features of TProDeviceController on all public and

private networks,
Name: [IProDeviceController
{r-p}
Publisher: T+ro
Path: Ct\program files (x86)\t-pro device controller

\tprodevicecontroller.exe
Allow TProDeviceController to communicate on these networks:
[ Private networks, such as my home or wark netwark

[[]Public networks, such as those in airports and coffee shops (ot recommended
because these networks often have litle or no security)

What are the risks of allowing an spp through a firewall?

% &5 tllow access Cancel

If the User does not have permission for these changes, the System Administrator must intervene at this step to allow access by clicking the

prompt or adding these inbound Firewall rules for the Device Controller app to allow it to accept connections on TCP and UDP ports:

]
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Note: this option and configuration will only work within a local network RDP connection. Allowing external connection through WAN is not
secure.

Additional Troubleshooting

To check if the T-Pro app is connecting properly to T-Pro Device Controller, go to https://tpro.io using Google Chrome, press F12 (to open
the developer console).


https://tpro.io/
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Dev tools window in Google Chrome browser

Follow the steps below to see INJOUT messages in the developer console:

1. Click on the tab Network
2. filter by WS
3. select the name hid, and

4. click on the tab Messages.



Here, you will be able to see all communication between the browser and T-Pro Device Controller.

Retrieving the log file
The log files can provide useful information for troubleshooting.

1. Go to the following folder C:\Users\[YourUsername|\T-Pro Device Controller\Debug

2. Copy the files from the Debug folder and forward them to the support team.
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